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The Web 2.0 era ïcollaboration
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Some facts

Á Facebook had surpassed 500M users.

Á Twitter claims 200M registered users

Á Almost 68% of all Internet traffic is social media or search

Á Facebook is the largest social network, growing at 200% a year

Á Social media marketing will grow from $714M in 2009 to $3.1B by 2014*

Á Attacks on social media sites is up 240% from phishing attacks alone

*Forrester Research
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Web 2.0 Sites a Thriving Marketplace for Malware

Malicious software makers are using social networks, 

video sites, and blogs to peddle their wares to other 

online criminals.
By Erik Larkin, PCW Print Jun 2, 2009

http://www.pcworld.com/author/Erik Larkin
http://www.pcworld.com/
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Hackers use Facebook for networking as well
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ĄSocial networks accounts are valuable to hackers

ÁThey can use them to send spam, spread malware, 

steal identities...

é in the quest to acquire personal 

information for financial gain!

Social Networks Attacks
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Facebook Applications

Á Fake messages with links on Facebook 

lead to launching rogue Facebook 

Applications

Á After giving permission, your account 

will be compromised
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Social Media Spam

Click on the link

and you donôt get

your Victoria Secret Card

But you do get to visit

this guy
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Social Media Spam

Instead of a job with Google,

you may get conned out of $$
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Social Media Spam

Compromised Facebook 

account. Victim is now 

promoting a shady 

pharmaceutical 
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of social media users

report being hit by spam

via these services

57%

70.6%

Thatôs an increase of

from a year ago

Social Media Spam
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Social Media Phishing

Click the link and 

where do you go?
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Social Media Phishing

T V V I T T E R.com

Now they will have 

your username and 

password
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of social media users

report phishing attacks

via these sites

30%

42.9%

Thatôs an increase of

from a year ago

Social Media Phishing
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Malware Spreading Through Fake Facebook 

Photo Comments 

Facebook photos have become a new target for cyberthieves

looking to direct users to corrupted pages.

Nov 30, 2010 | By Matt Liebowitz, SecurityNewsDaily
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Social Media Malware

Clicking on the 

links takes you

to sites that will

infect your computer

with malware
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Fake Link to Malware

Å WHAT.pif botnet

Å Malicious Links on popular 

Facebook pages

Å Infected 257,000 accounts

Å Could have been worst ï

Justin Timberlake has 2.1M

friends

Result: Malware infection
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Social Media Malware

Clicking gets you more

than a video
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Social Media Malware

Clicking gets you 

a funny image  + 

Koobface malware
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Social Media Malware

Koobface is very sophisticated 

malware.  It can create bogus accounts, 

verify them via Gmail, randomly choose 

friends and post messages to their 

wallsé pointing (typically) to a 

malicious video page
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Twitter Worm Spreading Through Google Link
Malware is being distributed through the microblogging site's 

mobile app and URLs generated by the Goo.gl shortening 

service.

By Alison Diana , InformationWeek

December 7, 2010 11:27 AM
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The Foursquare addictionThe Foursquare addiction
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Facebook Privacy Flub

Á July 2009: The wife of the chief of the British secret service MI6 

posted highly revealing details on her Facebook page

Á Her privacy settings meant anyone in the "London" network could 

view her updates ïup to 200 million people

Á Information revealed included

Á Family details

Á Personal photos

Á Location of their home

Result: National security risk

27
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Have you had security a incident on social network?

Source: Sophos Security Report
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Source: Sophos Security Report

Do you trust social networks?
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Le Petit Prince,  Antoine de Saint -Exupéry
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