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Some facts

p>

Facebook had surpassed 500M users.

p>X

Twitter claims 200M registered users

Almost 68% of all Internet traffic is social media or search

p>X

p>X

Facebook is the largest social network, growing at 200% a year
A Social media marketing will grow from $714M in 2009 to $3.1B by 2014*
A Attacks on social media sites is up 240% from phishing attacks alone

*Forrester Research
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PCWorld

Web 2.0 Sites a Thriving Marketplace for Malware

Malicious software makers are using social networks,

video sites, and blogs to peddle their wares to other
online criminals.

By , Jun 2, 2009
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http://www.pcworld.com/author/Erik Larkin
http://www.pcworld.com/

Hackers use Facebook for networking as well

albanian hacker group | &5 Like

wall Info Photos Discussions Links Hotes

albanian hacker group + Others RUEELELWELGLEREREIN Just Others

albanian hacker group ne kete forum do te gjeni
programe, freeware, muzike video, filma,lojra tutoriale rreth hacking reth counter
strike et .ot http://ahg-security.albanianforum.net/forum.htm

Suggest to Friends

Ahg Security Albanian Hackers Group
albania hacker group eshte nie forum ahg-security. albanianforum.net
perfitoni giithgka falas ge te tutoriale -
hacker dh program lojra efj ju lutemi
vizitajeni dhe regjistrohuni & Augu

" BAMTAMN HACKFR FO) M Alnm Sam it Allemizm Heelare emnr
Al BAMIAM HACKER. FORLIM Ahg Security Albanian Hackers Group
st 29, 2009 at 11:

ATz » Slors
il | e |l [ |

alb-hackers. tk E] 2 people like this,

CJ view all & comments

680 People Like This

. -6¥a-PiTiiCe--kINg-6Fa- l&_ } S¥néatBoy GAiGEETE adminet

—r

i T e kesaj fages
Eftﬂ-‘tker E?EE.TF.; ;_;g::am @ mund te me mesoni si te vendos admin te fshehte tek fagja ime
T nay g ze dua te bej nje admin fjeter dhe kam frike s ma merr fagen
press pergj
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Soclal Networks Attacks

Social networks accounts are valuable to hackers

They can use them to send spam, spread malware,
steal identities...

€ I n the quest t
Information for financial gain!
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Facebook Applications

Poor Girl Commitied Suickde Becaase OFf This!

A Fake me

lead to | Request for permission
Applicat
# Includes name, 5":'“:"‘"!‘: MCTuUre, Qender,

A After giv
networks, user 10, list of friends and amy
WIII be C ather infarmation I've shared with

EVEMONE.

[]! Send me email
terrible may emasl me directly at

- Change

terrible is requesting permission to do the following:

~ Access my basic information

terrible

.—} Post to my Wall
; terrible may post status messages, notes,
photas and videos to my Wall

Access my data any time
terrible may acCess my dara when I'm nol ent

E News F 15ing the application

v
- E] Manage my Pages —

WI"I.-]‘I_"S on yi terrible may log in as ane of my Pages

Repart applicanion

® oH

L Logged n as (Mot you® m |. Don't allow
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Social Media Spam

$500 Victoria Secret Gift Carg Just in time for Your
ristmas shopping! http:/ ffreevictc:riasecretgc...
about g Nours agq from Apy
: ink A
Click on the | donot Chrings sthopping is herel ictorig Secret isn't Popular
d y Ou €nough for You? May Ou oyt!

an _ ia Secret Card http:Hfreewcmriasecretgc...

your Victoria 3bout 9 hoyp, 499 from Ap

cmriasecrergc... ~ 3500
elivered right to Your dogr righ
ABSULUTELY FREE!

abgy, 30 fron

3 age

R

It 10 how

Victorig Secret rie
tin time fn- ~

1 AP|

& ‘re
Multi Onlin€
“Crazy Interts EES"SfQEgFREE‘

Gives ::j:‘”{‘t ABSOLU

Easy

Can be

on the Interaet Ll oteps

making MOTt oliow T
When

But you do get to visit
this guy

Raing I e
’“W“ for
of menay Yo WIOP PECE
i1 wari lack BaVmy
“ don't dusnie
1rey
e
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Social Media Spam

@gcluley I heard on the news Google
was hiring people to work from home,

iyttt iy Instead of a job with Google,
you may get conned out of $$

tawannaBisaga2

Hemrieia Veler

4 News 4 Show - online edition
bR DX R Oy WEEKLY NEWS SVak P Honne On ¥
reaking News: Google Hiring Americans And Canadians To N
York From Home Ads_Sidebar

o @ AOL & CINN K32

Has the online titan now opened the doors
for everyday people like you to work for
them? I this is tnae, that means that thousards
of people fram U8 amd Carda might have a safie
and bright future working from the comfort of

their homes, all of which will be decided in the a ’
next ew daya, The billion doilar compasy has rever cpeoad

P05 dhimyra b Bire feven the subdic before. A of

WHAT
RECESSIONT

In the middle of this recession this country and Jinuary p0g the cospay was weeth

ey nes snrwckas Be08t  the warld is going through, Google has been m::‘:‘”“w"’“ﬂ::ﬁ:ﬁd
Sy werking oriire o URETVIRE and reporting peofits consistently every i =
P 0% T COMBUTET  quurber. Toalay they have openend thelr doors and will
W P e b hriring thousands of prople to dmply post
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Social Media Spam

¥ The Wall

Displaying 10 of 95 wall posts, See Al
Compromised Facebook

Wite something on your own Wall...

account. Victim Is now
promoting a shady

pharmaceutlcal Attach: [T Share Link

Fost

I, ot
at 1:15pm

Danny's secret is finally out, he has been taking prick pills from
cokig.com for the past Few months, thats why he is always with
a different girl when I see him, he used to be the biggest loner
last wear. The pills actually do work, they are guarenteed to
work cokig.com

Wall-o-all - Write on Y 3l - Massage - Delete

(Sptener
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Social Media Spam

5/%

of social media users .
report being hit by spam Thatos Il ncr e

via these services 7 O 6 %
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Social Media Phishing

TanishaSpence: check this guy u@nﬂnﬂﬂ.ﬂﬂm@1

about S hours ago from web - Heply - Yiew [wiael

Click the link and
where do you go?

llanaMckes: check this guy out http:/tinyurl.coem/gp|sfl (moand

about S hours ago from web - Heply - Yiew lweet

MerryRamsey: check this guy out http /tinyurl.com/gpief! (e cand

about 5 hours ago from web - Heply - View [weet

HedwigShaw check this guy out hitp:/tinyurl.com/qpigfl (mand)

about S hours ago from web - Heply - Yiew lweoet

EosalieFloyd: check this guy out hitpi/inyurl,com/gqpjefl (s.pand)

about S hours ago from web - Reply - View Tweet
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Social Media Phishing

TVVITTER.com

v i P -

twitter: r—

- P Watcha videol |
Now they will have el el

Please sign in
user name or emall address

your username and
password

password

| Remembes me Sgnin =

Eorgot passors ™ Clage nacs
Twitter is a service for friends, family, and co-workers e
to communicate and stay connected through the exchange of yout phone? Clic here
quick, frequent answers to one simple question: What are you
doing?
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Social Media Phishing

30%

of social media users
report phishing attacks
via these sites

% 8in ¥
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42.9%

from a year ago




Malware Spreading Through Fake Facebook
Photo Comments

Facebook photos have become a new target for cyberthieves
looking to direct users to corrupted pages.

Nov 30, 2010 | By Matt Liebowitz, SecurityNewsDaily

&,
@afeﬂet
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Social Media Malware

Clicking on the

links takes you

to sites that will
infect your computer
with malware
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Public prafile prwsied by Linked

o g o Mo

Websles o PR FMLTON SECT

s PARr '- :---r ‘View paris’'s full profile
* AN ML L P - Rl -thr:u | e il e o
“"ved@ —
paris hilton nude’s Experience * Poopjy .
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Fake Link to Malware

lumtia Timberkake | Faceboow - Mozills Firefax

fe Ede Yew Hgoy Pomeds  Jools  bep

A WHAT.pif botnet R R L L T &+l
[ ]
. . facebook
A Malicious Links on popular A —
Facebook pages 0 1 o G i A Tl
Justin Timberlake
A Infected 257,000 accounts ek e T
A Could have been worst T = “""* :"”:":"“ il
Justin Timberlake has 2.1M ... e
friends i TP
Y- Makcous Ink
Result: Malware infection 21 ileritens
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Social Media Malware

'#| Facebask meszage: Cule Girl Top Madel Dancing (Last rated by Fram: "Facebook posting”
Y | e agetatrveriddfacebook coms
= Subjeel: Facabook metiage: Cule Giel Top Model Dancing (Last rebed by 1]

From: ‘Facebook posbing” smesageserverbaBiscebook coms
Deales DO0F-03-30 OF; 29:36

Clicking gets you more

Haws from Facebook - Facabook Hex Dody Dance Video Compatition! than a Vldeo

Tﬂﬂl‘!.’ *LLrle in basutiful blsck undsrvsar H.lﬂﬂl.l'iﬂ' in =ha P"-I-'b, m“!hg’ -3 § 4 p-l‘l:'fl{'l bodies.
Debelisvable Finsli"™

hnnouncenents: Posted March 20, Z00%

Froceed To wview Dull wideo:

hetp://facebook.shared.mixed.

. Com

Addsd 31 winuces age. Hessags ID: FE-14@qdutT ik
200% Facebook community, Message Center.

Home Frofile Friends Imibom

I Dpenimg Flash_Adobell.exe
L1 Export Events Help Advertize

¥ou have chesen to open
Who is sear

4 Flash_Adobell.exe pEvent o vou?
whach is a: BIN file
Friends’ E
EIREE Frendsevel o onsid-cexgulyip. ..

‘would you like to save this file?

& cancel | 48 save Fi|E|

Track and ses
searchad for ¢
online,

Le [ T R T L

"

Please Download correct Flagsh Mowe Player! Installation: Double-click the downloaded
installer. Follow the on-screen instructions.

SafelNet
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Social Media Malware

Graham Cluley  Sew

facebook Home Profile Friends Inbox

| + Compos

Inbox Sent Messages | MNotifications | Updates |

You're the whole show! II'm admired wiith you
Between " You,
& mem AN T

1

COO0000LY ;
September 34 a0 9:36pm  hitp:/ fgroups.google.comn
L. — — =

—————— _——
e
—————

I~

Clicking gets you
a funny image +
Koobface malware
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Social Media Malware

Video Poste

i} 'ﬂ ‘1]";.1.',_

W all Irif Fhotos Boxes Py
——
i 1 N - “-.I nr :
m Whong 2iChyi [ caan't ffall aslisep affter vie g thiis videoo. 1 haveen't see
' Sy mcored parformans Koobface is very sophisticated
n malware. It can create bogus accounts,

verify them via Gmail, randomly choose
friends and post messages to their
wall sé pointing (ty)]
malicious video page

@afe”et
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InformationWeek

Twitter Worm Spreading Through Google Link
Malware is being distributed through the microblogging site's

mobile app and URLs generated by the Goo.gl shortening
service.

By Alison Diana , InformationWeek
December 7, 2010 11:27 AM
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su Eu I—I Protect your interwebs! Home About

Get real URL

Get the real URL (plus safe options) out of a tiny/short one (supports all shortening services)

Try now.
(Ex: http /it ly/1 6mO0O8 and http://bit ly/VM5e4)

http://goo.gl/R7f68

Verify

Short: http://fgoo.gl/R7fe8

Location: http://fartcan-developpement.fr/tw. html

SAFE by : hittp://safebrowsing.clients.google.com

Unknown by: http://www.siteadvisor.com/sites/http://a

rtcan-developpement . fr

© SafeNet Confidential and Proprietary
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The Foursquare addiction

i

i | ] ~ 3 Y.
| SEHE o 2
I oy o -
3 -
) &
il

Foursquare security breach
exposes 875,000 check-ins

My Privacy

M Let friends see my phone number and email address
™ Let pecple 26 tha | nke o my Fasabaok / Twitler orofies
™ Skow my name in the Whos here' list when I'm checked n 'see example]

™ Let local businesses see that I've checked-in ai their vanue [huh?]
QSa.fENet
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Facebook Privacy Flub

A July 2009: The wife of the chief of the British secret service MI6
posted highly revealing details on her Facebook page

Ve

A Her privacy settings meant anyone in the "London" network could
view her updates i up to 200 million people

A Information revealed included

A Family details facebook

A Personal photos
m Sign up for Facebook to connect with Shelley Sawers.

A Location of their home

" Shelley Sawers (London)
Send Shelley Sawers a Message

Result: National security risk

® > -
S I S @.‘ 3
Nt the Shelley Sawers you were

SECRET INTELLIGENCE SERVICE looking for? Search maore »

27 @M
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Have you had security a incident on social network? .

Have you, or any of your colleagues, ever been,..

.spammed on a social ..phished on a social ..sent malware on a social
networking site? networking site? networking site!

@ Yes ® HNo ' Don't know

Source: Sophos Security Report

© SafeNet Confidential and Proprietary %
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Do you trust social networks?

Which social network do you think poses the biggest risk to security?
-
-
Linkedln

0% 15% 30% 45% 60%

Source: Sophos Security Report

(Sptener
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1

COL}SIE |photos of roman polanski and samantha g _Search | Adrced Ceach

Results 1 - 10 of about 345,000 for photos

- Report images

Roman Polanski Arrest Samantha Geimer Pictures | Bitten and Bound

27 Sep 2000 . Director Roman Polanski was amested in Zurich owernight and will be
extradited back to the US after fleging 3 31-year-old rape charge in ...

wuw bittenandbound com/. . Nugative-roman-pol anski-amested-in-zunichs - 21 hours ago -
Similar

Samantha Geimer Picture, Roman Polanski Arrested - CelehGlitz

27 Sep 2009 ... Academy Award-winning director Roman Polanski was taken into custody
last night in Suwitzerand, on 3 US wamant related to hizs statutory ...

celebglitz comd. . fsamantha-geimer-pictures-roman-pol anski-amested aspx - 14 hours ago
= Similar

i i

In 1977 Samantha Geimner (13-year-old) with Roman Polanski Photos Here, . 27 Sep
2009 | Samantha Geirner Roman Polanski: is 3t the center of the new .

2a bebookword .comiPsamartha-geimer-roman-polanski - 17 hours age - Similar

] its for roman polanski and samantha geimer

[] Samantha Geimer photos and Roman Polanski amest - 13 hours ago
Mew [ Dielhi, $ept 7, 2004; Samantha Geimer phalm and Roman Polanski amest, Ina
g\ cruel tum of everts Roman Polanski whoe was going to France to meceive .

Khabrein info - 2531 related aticles =

Samantha Geimer Photos
Photos! here are pictures of samantha geimer. samantha geimer wants charges geimer

1 | photos! posted on january 13th, 2009 in roman polanski, samantha geimer . ..
ﬂ“.ﬁamamha-geim&r-motos.Mml = 10 hours ago - Similar

r P H
Latest Blog Posts on samantha gllrnlr photos . Roman Polanski Amested for Raping
Then 12 Year Old Samartha Geimer by Anything Hollywood on Sep 27,

-n&di:.feng.php’.-"samantha-geimer-plwtos - 15 hours ago - " Girilar

Gﬂnui.nn:i.nnnrg|f." QM
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Thank you for your payment
A@ramallahonline.com]

_) Aimee Reed [theorems86
Sent: Frida-Aug-10 16:37
To: ® Gruper, Shimon

Click here if you are unable to see images in this email.
ihe mogic of

*S
http:/falbaydaimagen.com/x himl
Click to follow link

en Jmen  jumiors  kids  beauty  shoes

GO ¥

I S(ar REWARDS

IR R R R R R R R R

The content of the email you just got was found to contain

COnTEenc.

For protection, our eSafe Mail (Hecrtor) content security

malicious

content and the =ender has been informed of thi= action.
£2 Attributes Removed: href

Found 5poofed Phishing URL, Owerall

Please do not reply to this message. If you have any
questions, contact Cradit Services. |
mocys

MNE
ﬁj w{

from paper to electronic statements.

—ESFSECEV-TY3013 -
shop online shop catalogs find a st lick to follow link events

TURN o,

1. Sign in on magys.com at hitps:fwew.mecys.com’myinfolindex.ognt

© SafeNet Confidentia

2. Click on "My Account” - "My Profile” at hitps:/fwww. maeys comimyinfoiprofilefindex.ogne

STORES GIFTS & GIFT CARDS

% Reduce waste and save fuel by switching

handbagse  jewelrys ..
accessories  watches

IMPCRTANT | srerr e s r b i ke r i m R m e d R h o

server has removed the

b

FD5 Bank - Mortgages

WEDDMNG REGISTRY

hostile or malicious

T\

(Sptener
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