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eCrime Exposed

By Shimon Gruper, CISSP




@afe Net.

= The Foundation of Information Security

SafeNet is the largest company exclusively focused
on the protection of high -value information assets.

Global success with over 25,000
customers in 100 countries
Employees: 1,600 in over 25 countries
Revenues: ~$500 million

Best-in-class Security Technology
Founded: 1983

Ownership: private
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How It all started ?
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1947 - The first bug !

Moth discovered between relays in a Navy computer
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Fred Cohen from University of
Southern California first coined the

t er @onfputer Virus ¢ i n
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Fred Cohen
Security researcher who
coined the term "wirus.”




19861 First PC virus: Brain:

Created by two brothers from Pakistan to copy protect their software
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1987 1 Vinna virus source code

Burger's book made the idea of
writing viruses popular by explaining
how to do it.

It stimulated creation of thousands of
new computer viruses

Computer viruses: A High -
Tech Disease
by Ralf Burger
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1988 1 File file infector: Jerusalem
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Infected executable files

Deleted every program
on Friday the 13th




19991 The first macro virus: Melissa

: Infects thousands of computers with
alarming speed

File Edit “ew Tools Compose Help

H S| X | 0 2|+ » | H|

Caused an estimated $80 million in
(From: QLR damage

BE1E Sunday, kMarch 28, 1933 5:00 P4 ] _
To: NGRS Prompted record sales of anti -virus

Important Message From Bob Smith p rOd UcCts.

Here is that document wou asked for . don't ¢

R

=
list.doc (19.5

|
| ® David L. Smith, New Jersey
| Sentenced to 20 month in prison

SafelNet
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200071 First email worm: Love Letter

Infected 10% of online
computers

= ILOYEYOU - Message [Rich Text) M =] E3 .

J File Edit Miew Insert Format Tools Acktions Table Help EStImated damage $558
Jﬁéﬁeplv | €5 Reply to Al | W& Forward | = | v > Many emall SyStemS had tO
Fraom: John Doe Sent: Thu 5400 11:29 AM ShUt down

To; John Dae > Pentagon, CIA, and the British
o

Parliament
> Microsoft, Intel, IBM, Sun

Subject:  ILOVEYOL

L1

kindly check the attached LOWELETTER

2)

LOVE-LETTER-FOR-¥

coming from me.  OUT=T.vbs E
_ =
¥
EEIE RN 2

Author: Onel de Guzman, Philippine

SafelNet
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200117 The Anna Kournikova virus

Promised digital pictures of the young tennis star.

® Here pou hawve. ;o] - Meszage [Rich Text] [M[=] 3

File Edit Wiew Irsert Format Tools Actions Table
Help

JEq.J [ephy |_£&J_H¢|:i|';a kol &E:Drﬂard 5 F:E'l W

b

F-om: Johr Dos Serk: Sur 211701 5:16 PM
s Johr Doe

I

SJi:uliecI:: Here you have, ;o)

Hi: i
Check This 3

Arnak.ourikosa jpg.y
1

Eelal=( |
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Today !
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The trouble with the Internet Is
that it's replacing masturbation
as a leisure activity




Old Enemy

Chen-Ing Hau, 24 Joseph McElroy, 16
(author of CIH virus) Jeffrey Lee Parson, 18 (Hacked into Nuclear US Lab)

(author of Blaster.B virus)

Script Kiddies

SafelNet
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Jeremy Jaynes Jay Echouafni Andrew Schwarmkoff
Millionaire & spammer ~ CEO Orbit communic. Russian phishing mob
DDoS attacker

eCrime Professionals

© SafeNet Confidential and Proprietary




© SafeNet Confidential and Proprietary




We are paying for it !
Worldwide Security Products Revenue by Segment, 2005-2010
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Hl Security software
O Security hardware
Bl Security services

Source: IDC, 2006
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eCrime 'more lucrative' than drugs

"Last year was the first year that
proceeds from cybercrime were greater
than proceeds from the sale of illegal
drugseé | aw enforcem
up with it."

Valerie McNiven, US Treasury
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1986

© SafeNet Confidential and Proprietary




Science Fiction
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Science fiction does not remain
fiction for long. And certainly not on
the Internet

Dr. Vinton Cerf
(one of the Internet founders)
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Command & Control BOTNET




BOTNET Controller
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TAKE THE BLUE PILL ......................................................................................... E

'._. o 1,_.fu' itments no pror preschiphion
10 W ""“:l rooms. no hosske,

EYour credit doesn’t matter to us! If you own real estate and want IMMEDIATE
AND | SHOW YOU HOW FAR : yo *

=cash to spend ANY way you like, or simply wish to LOWER your monthly payr‘nents

THE RABB'T HO‘].E GO ES. Eb].f ong third or more, here are the deals we have today:

EMBE.GDH.DG at 3.67% fixed rate
=$372.000,00 at 3.90% variable-rate
= 5492.000,00 at 3.21% interest-only
=$248.000,00 at 3.36% fixed rate
- $198.000,00 at 3.55% variable rate

“" ll " E M Enlcnl I““ EHurry, when these deals are gone, they're gone!
: Simple fill out the 1 minute form.

No Doctors visit required

Lowest prices on Uiagra rﬂ.ls N EDon*t waorry about approval, credit is not a matter!
Overnight delivery by new orders « : :
NeWwW CUSIDIMEers ®| :CLICK HERE AND FILL THE 60 SECS FORM! :
n"ﬂrnlgm llll“ﬂr“ . EEEEEEEEEE NN NN NN NN SN NN NN NN EEEEEENEEENEEENEENENEENENEEEENEEEEEEERE -_ ----------- L]

CLICK HERE



Three Spaniards arrested in alleged global
hacking scheme

By Al Goodman, CNN
March 3, 2010 10:52 a.m. EST

Madrid, Spain (CNN) -- Authorities have arrested three
Spaniards suspected of infecting 13 million computers

with a program that allowed them to steal personal and
financial data worldwide.

In addition to gaining illegal access to personal and
financial information, the virus would have permitted
those controlling the system to mount a large
cyberattack from the infected computers.

Police found computer and personal information from
more than 800,000 users in a search of the computers at
suspects' homes.
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Phishing
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A typical Internet user
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The user Is not a security expert!

18 User Account Control %

Security Warning

Do yows wear Ry instal and un © sk

Do you want to allow the following program to make

o B00O3.27 0% 39 sred distbustar] changes to this computer
SoMuare Compavy Inc

% Program name:  avast! Antivirus
Fublisher suthenticity veiilied by Ve — Verfied publisher: ALWIL Software
Saftware Publishars

File arigin: Downloaded from the Internet

| should probably
click ©

Cautiory  Software Company, e
content iz zabe. ou showld only ina

You lrsl  Sofusne Company, Inc. V Show details [ Yes ] Mo
azgerlion

Help m i hange when these notification: [

[ fwsays tnest conbent from

[ vee [ Mo ][ Mereinio |

l: Thea smeunty cotfeats vk roud by & comjuengy tha ol Suted

I! Tl oy ot P e 6 = eyl il

| pes (0 by ]

[ e J{ Mo |[ A |

i s vt 16 il e run - Aeiteod Seifaan " picned
ME@MEFIH.‘HMde

T Cam ey RT

Pubicrge stramvicity werfad by YeeSign Commearisl
S-:-rrmPubI-:ﬂus{‘A o

Coufanic  SofwreCamamp ke asicds Bl b
coodent pale Vi g ord ralslgese e conbend #
poi sl St Campany I o Lt
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Soci al Engl neering

oONLINE

@ THE WALL STREET JOURNAL.

nln June 2004, mor e
Point received an email from Col. Robert
Melville notifying them of a problem with their
grade report and ordering them to click on a
link to verify that the grades were correbtore
than 80% of the students dutifully followed the
Instructionso

Mr . Aaron Ferguson

0 (

(AC

National Security Agency
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BEST PRICE ON NET

w W @ W

VIAGRA LEVTTRA

VIAGRA SOFT CIALIS SOFT
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D
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About this mailing:

You are receiving this e-mail because vou subscribed to MSN Featured Offers. Microsoft
respects vour privacy. If vou do not wish to recemve this MSIN Featired Offers e-mail, please
click the "Unsubscribe" link below. This will not unsubscribe vou from e-mail communications
from third-party advertisers that may appear in MSIN Feature Offers. This shall not constitute an
offer by MSIN. MSN shall not be responsible or liable for the advertisers' content nor any of the
goods or service advertised. Prices and item availability subject to change without notice.

I
I ©2009 Microsoft | Unsubscribe | More Newsletters | Privacy :

L-----------------------------

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
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Phishing/Exploit/Trojan attack

HSBC mThe world's local bank Site sea

Travel
| Loans | Mortgages | Insurance International

Download file :

EEEEEEEEENNENg,
LN
L]

Current Savings Credit

SALE accounts | Imrestments | cards

Home = Internet Banking

. File: 20T trowmf '~'
0. 3
Internet Banking e
Server v, jhsbi, com
|
Welcome Twpe applicationx-msmetafile
Input Internet Banking 1D, &g [B1223567220 Size 16 KE (16 036 bytes)

*Log on Opens with %] Windaws Picture and Fax Yiewer

our Date Of Birth, e.g. 010975 (DDA

Wiould vou like bo Open or Save the File?

Fleaze enteryour security number [~ Remember choice and da not show dialog again
(5-10 digit number)

I Dpen | Save I Cancel

R —

-
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Internet Explorer 7.0 Beta
admin@microsoft.com

You forwarded this message on 08-May-07 0:32.

This message was sent with High importance.

To:  Shimon Gruper

http://innoshare hk/iiindate.exe

_

Internet
Explorer7
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The Banker Trojan |

’] Banco [tad S/ A - Microsolt Internet Explorer M

e (1)tau Bankline

dica de Seguranca

Selecione o tipo de conta para acessar o teclado virtual.

Digite sua senha
eletronica no teclado
wvirtual. Sempra.

| t Escolha a opgéao de conta Pessoa Fisica ou Juridica

Lembre-se: agora para
atessar vood tambem deyve
informear os 5 digitos de
seguranca do seu cartSo
€ @ sua senha do cartdo
CAS0 S&ja pessoa juridica
informe tambem o Cnpj da
EmMprasa.

o %

Atencao: digite aqui a sua
senha eletrénica;

Sanha eletrdnica: usada Pafd abeEs0 40 Bankne
SeEnfea cliy Cmrd e o i r 1 et

1 ou 4 JouhH 8 ou & 2ou T 0oud

e ) (TR

M213
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Your next nightmar eée
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