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eCrime Exposed

By Shimon Gruper, CISSP
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Ą Global success with over 25,000 

customers in 100 countries

Ą Employees: 1,600 in over 25 countries

Ą Revenues: ~$500 million

Ą Best-in-class Security Technology

Ą Founded: 1983

Ą Ownership: private
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SafeNet is the largest company exclusively focused 

on the protection of high -value information assets.
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How it all started ?
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1947 - The first bug !

Grace  Murray Hopper 

Moth discovered between relays in a Navy computer
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Fred Cohen from University of 

Southern California first coined the 

term ñComputer VirusComputer Virus ò in 1983
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1986 ïFirst PC virus:   Brain

Created by two brothers from Pakistan to copy protect their software

The virus had the 
brothers' address 
and phone numbers

The message told 
users that their 
machine was 
infected and for 
inoculation the user 
should call them
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1987 ïVinna virus source code

Computer viruses: A High -

Tech Disease 

by Ralf Burger

Burger's book made the idea of 

writing viruses popular by explaining 

how to do it.

It stimulated creation of thousands of 

new computer viruses
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1988 ïFile file infector: Jerusalem

Infected executable files

Deleted every program 

on Friday the 13th



10

© SafeNet Confidential and Proprietary

Infects thousands of computers with 
alarming speed

Caused an estimated $80 million in 
damage

Prompted record sales of anti -virus 
products. 

David L. Smith, New Jersey

Sentenced to 20 month in prison

1999 ïThe first macro virus:  Melissa 
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2000 ïFirst email worm: Love Letter

Ą Infected 10% of online 
computers 

Ą Estimated damage $5.5B

Ą Many email systems had to 
shut down:

Pentagon, CIA, and the British 
Parliament

Microsoft, Intel, IBM, Sun

Author: Onel de Guzman, Philippine 
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Promised digital pictures of the young tennis star. 

2001 ïThe Anna Kournikova virus
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Today !
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The trouble with the Internet is The trouble with the Internet is 

that it's replacing masturbation that it's replacing masturbation 

as a leisure activityas a leisure activity.

Patrick Murray, actor
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Script Kiddies

Old Enemy

Chen-Ing Hau, 24
(author of CIH virus)

Joseph McElroy, 16

(Hacked into Nuclear US Lab)Jeffrey Lee Parson, 18

(author of Blaster.B virus)
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eCrime Professionals

Jeremy Jaynes

Millionaire & spammer

Jay Echouafni

CEO Orbit communic.

DDoS attacker

Andrew Schwarmkoff 
Russian phishing mob
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Itôs all about moneyé
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We are paying for it !We are paying for it !
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eCrime 'more lucrative' than drugs

"Last year was the first year that 

proceeds from cybercrime were greater 

than proceeds from the sale of illegal 

drugsé law enforcement cannot catch 

up with it."

Valerie McNiven , US Treasury
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1986
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Science Fiction

2011
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Science fiction does not remain Science fiction does not remain 

fiction for long.fiction for long. And certainly not on And certainly not on 

the Internetthe Internet

Dr. Vinton Cerf  

(one of the Internet founders)



23

© SafeNet Confidential and Proprietary

Command & Control BOTNET
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BOTNET Controller
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Three Spaniards arrested in alleged global 

hacking scheme

By Al Goodman, CNN

March 3, 2010 10:52 a.m. EST

Madrid, Spain (CNN) -- Authorities have arrested three 

Spaniards suspected of infecting 13 million computers 

with a program that allowed them to steal personal and 

financial data worldwide.

In addition to gaining illegal access to personal and 

financial information, the virus would have permitted 

those controlling the system to mount a large 

cyberattack from the infected computers.

Police found computer and personal information from 

more than 800,000 users in a search of the computers at 

suspects' homes.
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Phishing



29

© SafeNet Confidential and Proprietary

A typical Internet user
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The user is not a security expert!

I should probably I should probably 

click ôYesõéclick ôYesõé
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Social Engineering worksé.

ñIn June 2004, more than 500 cadets at West 

Point received an email from Col. Robert 

Melville notifying them of a problem with their 

grade report and ordering them to click on a 

link to verify that the grades were correct. More 

than 80% of the students dutifully followed the 

instructions.ò
Mr. Aaron Ferguson (ñCol. Robert Melvilleò)

National Security Agency
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Phishing/Exploit/Trojan attack
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http://innoshare.hk/update.exe
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The Banker Trojan
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Your next nightmareé.
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quote


